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Figure 1: ERP Applications Hold Organizations' Sensitive Information, such as Payroll,
Financials, Business Processes, etc.
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Graph 5: Mentions of Oracle E-Business Suite Related Vulnerabilities by CVEs®
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GO g Ie intitle "1 TS System Information” "Please log on to the SAP System” (=}

All Videos Images Mews More Settings Tools
About 26 results (0.29 seconds)

ITS System Information®
hitps-ffwebappl carrier itfscriptsfiwgate/ww20/1?~language=en -

ITS System Information. SAP. Please log on to the SAP Systemn (PRD). Service: VWW20. Client:
User: Login required. Password: Password required. Language ___

ITS System Information®

https://webappl.carrier.it'scripts/wgates w10/ 7—-language=en -

ITS System Information. SAP. Please log on to the SAP System (PRD). Service: VW10 Client: User:
Login required. Password: Password required. Language ...

ITS System Informatione

hitps./fwebappl.carrier.it'scripis/wgate/ckav/! ?7~language=en «

ITS System Information. SAP. Please log on to the SAP System (PRD). Service: CHKAN. Client: User:
Lagin required. Password: Password required. Language ___

ITS System Information

https://sap_smithfield com/ -~

ITS System Information. SAF. Please log on to the SAP System (PR1). Service: WEBGLUI. Client:
User: Login reguired. Password: Password required. Language ..

ITS System Information - About WABCO India
www. wabcoindiaportal.com:1206/scripts/wgate/webrfc/!?_function___

Figure2: findings by Google Dorks statements
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intitle: ‘Enployee Iatranet Login’
intitle:'eNule ** 1atitle:"- Wab Contrel Panel™ Lntext:'Web Control Fanel® “Enter your password here.*
intitle: ‘ePoverSwatch Logan"

S

intitls: ‘eX1st Datasase Acdwinistration' -devo

int1tle: "EXTRANET * - Identification’

intitle: 'EXTRANET lsgin® -, edu - mil - gov

ntitle: "EdPartner” -netpond

int1tle: ‘Flash Oparator Penel® -ext:php -vak1 -cms -1rurl:astermic -1nurl:sip -antatle: ANNOUNCE -1nurl:l1sts
intitle: *1-secure vl 1" -edu

Lntitle: "Icecast Adnlnlstration Adaln Pace’

wntitle: "20evAffiliate - adein' -demo

int1tle: "ISPMan @ Whauthorazed Access prehibited”

INt1T1e; " 175 Systen Intornation” “Please 1og on to 1he SAP Systen’
intitle: ‘Kurant Corporatlen StoreSense’ Tiletyps:bok

Figure3: Example of Google Dork for SAP Identified in Cybercrime Underground Site (Cebolla Chan)
SAP Internet 4 )laill cDlalaall SAP gadail gl axda alany lgwladnnl Koy Glaalail) oda (g2a)
pelly h—all Glileal 1 ady day ol addall 138l 5yghaall 45, &) (3849 «Transaction Server

) cila sl

Gkl aay 050 100 o ST aaas Jese Gl dladd aniiall Canall clales alasnuls oag
SAP  cilapda GLESH (530 alail S5l oIS 5 5all 1y et i) A0 e angl lgag Joas SAP
A e
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Home Exploits Shellcode Papers Google Hacking Database Submit Search
153 total entries
<< prev n 2 3 4 next ==

D A V Title Platform Author
& {9 SAP Internet Transaction Server 6200.x - Session Fixation / Cross-Site Scripting Multiple J. Carrillo...
& & SAP B2B/ B2C CRM 2.x < 4.x - Local File Inclusion Linux Richard...
& & SAP NetWeaver Web Dynpro 6.4 < 7.5 - Information Disclosure Linux Richard...
Eoy {& WhatsApp 2.18.31 - Memory Corruption ios Juan Sacco
2 (& SAP NetWeaver AS JAVA CRM - Log injection Remote Command Execution windows erp scan team
2 Hardcore SAP Penetration Testing Papers wahagn...
& {3 SAP Netweaver |2EE Engine 7.40 - SQL Injection Multiple wvahagn...
3 {@ SAP BusinessObjects launch pad - Server-Side Request Forgery Multiple Ahmad Mahfouz
3 & WhatsApp 2.17.52 - Memory Corruption ios Juan Sacco
& {3 SAP Business One for Android 1.2.3 - XML External Entity Injection XML Ravindra Singh...
& «# SAP SAPCAR 721.510 - Heap Buffer Overflow Linux Core Security
& & SapLPD 7.40 - Denial of Service windows Peter Baris
& & SAP NetWeaver AS JAVA - 'BC-BMT-BPM-DSK' XML External Entity Injection XML ERPScan
3 (@ SAP Adaptive Server Enterprise 16 - Denial of Service windows ERPScan

Figure4: exploitation codes for SAP
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to the internet

Germany
7%

Top 5 Countries £
to the internet

United Kingdom

. United Arab

Emirates 2%

//,.Ire!and 1.5%

/_— Canada 1.5%

/—— Other

Graph6: Top 5 Countries exposing SAP & Oracle EBS to the internet
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= Documentation for

1 list Done

Description &

| e & task for you lor doecumentation.
‘fou hava to connect to tha systam as follow:

Application Server:
System D

Systerm rumber: 00
Systern: A

Client: 800
Usarmarne:
Passnwand:

1. Goio the transaction & and sebect the table EDT1. In the selaction,
please enter olyect name
You will get a list of all the elements that are in transport onder,

2 Salact all the tables that have the name and make a print out of tha
table definitions (3 1enles)

A Salect all the data elements that have the name and make & print out
of the definition {screen with the domain and sensen with the ramas)

Put all in & word file, well Tormated, This will go bo the custormer as last time.

Inferm me, if you have any isswe accessing the systam.
I thinik this should take max 1 hour |1 it takes more, Nomm me.

Attachments

DOCX Added Mar 7, 2016 a1 1:48 AM

Figure5: Trello Board Revealing SAP Credentials and ULR
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Graph7: Number of Different Config Files Exposed across Misconfigured rsync, SMB, FTP and s3 Buckets
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HHT=pawaall o = = POB=b .4 « &  wm.com
JPA=hen gt . s - POC=Mu e am. com
JPD=d: W . com POD=#w SRS ' .’ . com
JPP=di s S W com POE=aw walg & .s .cCOM
JPT=hamie . Con POF=e% 4 &= .o .com
K50=1 —— POP=@n Vimg m @ . sl ..cCOM
LAB=osm. » ~w.com PoQ=

M2A=co" ~l R . com POR=
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Figure 6: Sapmsg.ini Configuration File for a Large Oil Company, Exposed
On Misconfigured FTP Server
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<software>CashCommvi</software>
<software>winblz</software>
<software>gsaplegon</software>
cRoftwarereiAssetlink</software-

<soltwaresracture</soritwvare-

Figure7: A Posted Configuration file of Dridex 4 Trojan Feb 2018
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‘OpPedoHunt performs reconnaissance on

MARCH target, including SAP systems
Additional evidence of Invoker Serviet Individual | Scanning Ed
continued being exploited over the Internet CERRUARY
m E SAP Exploit/Vul bili
nerey | plordulnerabiliey Three botnets as part of Dridex 4 %
JANUARY. target SAP users o
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highlights potential RCE vulnerabilities in
Peoplesoft ORACLE
Entertainment | Oracle Exploit/Vulnerability
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JANUARY
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Anonymous operation plans DDoS of Media | SAP Exploit/Vulnerability
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