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Abusive Content

Access Control

Access Control List (ACL)

Access Permission
Access Point (AP)
Access Protection
Access Violation
Accessibility
Accidental Threats
Active Attack

Active Threat

Adaptive Chosen Plaintext Attack

Adaptive Chosen Ciphertext Attack

Address Obfuscation

Advanced Encryption Standard (AES)

Adware (AD)

Anomaly Detection System (ADS)

Anonymity
Anonymous Access
Anti-phishing Software

Anti-spy Software
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Anti-spyware Software
Anti-virus Software
Asymmetric Encryption
Attacker

Audit Ability

Auditing
Authenticated Access
Authentication
Authentication Bypass
Authenticator
Authorization
Availability

Avalanche Criteria

Backdoor
Backup

Batch
Biometrics
Birthday Attack
Bot

Bounced Email

Break-ins
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Bridge

Browser Changers
Browser Hijackers
Browser Modifier
Brute Force Attack
Bufter Overflow
Bug

Bulk Encryption

Business Continuity Analyst

Cache

Caching

Cavity Infection
Certification

Certification Authority (CA)
Certified Mail

Change Control Authority
Chosen Ciphertext Attack
Ciphertext only Attack
Codec

Collision

Collision Detection
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Computer Crime Investigator

Computer Emergency Response Team (CERT)

Computer Security Incident Response Team

(CSIRT)

Computer Forensics
Concurrence
Confidentiality
Configuration Auditing
Confusion
Congestion
Controlled Access
Cookie

Corruption

Cracker

Crack

Critical Updates

Crime Investigator

Cross-site Request Forgery (XSRF)

Cross-site Scripting (XSS
Cryptanalysis
Cryptography

Cryptor
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Cyber-

Cyber Crime

Cyber Early Warning
Cyber Squatting
Cyber Surveillance

Cyber Terrorism

Data Diddling

Data Encryption Standard (DES)
Decapsulation
Deciphering

Decryption

Definition

Delay Distortion

Denial of Service (DoS)
Destruction

Disaster Recovery
Dictionary Attack
Differential Cryptanalysis
Digital Evidence

Digital Fingerprint

Digital Forensics
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Digital Signature 3wl
Digital Signature Algorithm PO s
Distributed Denial of Service (DDoS) sl ) 25 e
Domain Analysis Slad) LI£
Domain Name System (DNS, Bl ool allas
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Encryption S
Error Detection Code L) s 5,
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Forensics Analyst il ) A e
Forward Search Attack ALY oL ol g

Tel: +963 11 3937032 Fax: +963 11 3937079 P.Box: 47 Qudsaya E-mail: infosec@nans.gov.sy
Website: www.nans.gov.sy



5

National Agencg for Network Services

[nformation Security Center

Forward Tracking

Gateway

Generic

Hackers
Hacking

Hash Function
Hash Value
Hijacking
Hoax

Hotfixes

Identifier
Identity
Imputability

Impersonation

Incident Responder

Incident Handling

Infection

Information Disclosure
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Information Hiding

Information Sabotage
Information Security

Injection

Insufficient Bounds

Intentional Threats

Interception

Internet Engineering Task Force (IETF)
Internet Protocol (IP)

Internet Protocol Security (IPSec)
Internet Protocol Spoofing
Interruption

Intruder

Intrusion

Intrusions Analyst

Intrusion Detection System (IDS,
Intrusion Protection System (IPS)
Intrusion Resistance

Intrusive Activity

Key-logger

Key-stroke Logger
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Known Plaintext Attack poball el il pn
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Lock-in Attack AR oo
Locking Protocol JWBYI J oSy s
Log File AN ke
Logic Bomb Lalase Al
Login Jerll s b
Login Sessions Je= ) Sl
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Long-term Security LY ysb o
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Malefactors JEARNPE
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Malware e oLy
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Malware Analyst e oley s
Malware Creation Tool i ald) il 315
Manipulation Detection O Cris
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Packet Snifters

Packet Sniffing

Page Cache

Passive Attack

Password Snifting

Password Stealer

Patch

Permission, Permits

Penetration Test

Penetration Tester

Personal Security Environment (PSE)
Persuasion

Pharming

Phishing

Phishing Scam

Phreaking

Physical Security

Poisoning

Policy

Policy Certification Authority (PCA,

Polymorphic
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Pop-ups

Pop-ups Ads

Probable Message Attack
Port (s)

Pretty Good Privacy (PGP)
Privacy

Privacy Enhanced Mail
Privacy Protection
Private

Private Key

Privilege

Privileges Elevation

Probabilistic Encryption

Proot-of-Concept (PoCy Code

Protection
Protection-Oriented System
Proxy Server

Public Key

Public Key Algorithm
Public Key Certificate
Public Key Cryptography

Public Key Encryption
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Public Key Encryption Algorithm

Ramification

Recovery

Relay Attack

Reliability

Reliable

Remote Code Execution (RCE)
Remote Control Software
Remote File Transfer

Remote Login

Remote Logon

Remote Procedure Call (RPC,
Replay Attack

Request

Restore

Restoration

Restricting Access

Reveal

Reversed Social Engineering

Revocation

Risk
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Risk Analysis

Risk Management

Risk Assessment

Rogue Security Software
Root Directory

Router

Sabotage

Safe Expression
Safe State

Safety Algorithm
Scam

Script (malware)
Scumware
Secrecy

Secrete Disclosure
Secrete Sharing
Secure

Secure (v)

Secure Fax
Secure Hash Algorithm (SHA,

Secure Hash Function
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Secure Hash Standard (SHS)
Secure Socket Layer (SSL)
Security

Security Access Token
Security Associations (SAS)
Security Analyst

Security Audit

Security Breaches

Security Bypass

Security Clearance

Security Hole

Security ID (SID)

Security Incident Handling
Security Measures

Security Parameters Index (SPI,
Security Policy

Security Reference Monitor
Security Scan

Security Testing

Security Threats

Security Updates

Server Crash
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Signature Equation
Signature(s)

Snifter

Social Engineering
Software Damage
Software Piracy
Software Safety
Source Code
Spam

Spammer

Spiders

Spoofer

Spoofing

Spy Catcher

Spy Eliminator
Spy Sweeper

Spy Bots

Spying

Spyware

Spyware Blaster

SQL Injection

Statistical Database Security
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Stealth
Steganography
Storage Area Networks (SAN)

Symmetric Encryption

Tag

Targeted Distributed Denial of Service (DDoS)

Threats

Track

Traftic Analysis

Traffic Data

Transmission Control Protocol (TCP)
Trap

Trap Door

Trapdoor One-way Function
Triple Encryption

Trojan

Trojan Clicker

Trojan Downloader / Dropper
Trojan Horse

Trojan Proxy

Trust
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Trust Gauge (TG

Trustworthiness

Unauthorized Access
Unauthorized User

Uncertain Evidence
Undeniable Signature

Unsafe Expression

Unsafe State

Untrusted

Untrustworthy

Update

Upgrade

Usage Parameter Control (UPC)
User account Control
Use-based Testing

User Datagram Protocol (UDP)
User Identifier

User-based Security (USM) Model
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Validation

Validity

Vandalism

Variables

Verifiability
Verification
Verification Algorithm
Verification Equation
Verifier

Version Control
Victim

Violations

Virtual LAN

Virtual Private Network (VPN)

Virus

Vulnerability

Vulnerability Researcher

White Box Testing
Watchdog Program

War Dialing
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War Driving
Web Security
Wiping
Wiretapping
Worm

Wrongdoers

Extended Markup Language (XML,

XML Injection

Zero Bits
Zero Configuration Wireless

Zero Webpage Faults
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