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Security Operation Center iudl Dkl 5p 111

Y1 e 3 pladly oLl e 21 g5kl 1) lladd) S el o)Wl e o
e OSS Operational support systems.
o Threat inelegance and early warning detection system.
e Alert and notification, security incident reporting.
o SOC processes, procedures and workflows.
e Cyber incident offense management.

e Proactive monitoring, network and security and server infrastructure.
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o Collect logs, events and machine data from any source.
e Real-time application of correlation rules.

o Real-time application of advanced analytics and machine learning.
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e Long-term historical analytics and machine learning.

e Long-term event storage.

o Search and reporting on normalized data.

e Search and reporting on raw data.

o Ingestion of context data for additional correlation and analytics
e Address non-security use cases

e Indexes volume:10GB/day minimum.
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1. Static analysis:
— Determining file type and detecting packets or protectors, strings extraction and
analysis, Portable executable (PE) headers analysis.
— Import table analysis, resources analysis.
— Scanning file for embedded objects (executable, images, etc.).

— The analysis shall carry out reverse engineering the source code and understand its

logic to analyze the malware functionality and the algorithms used.

2. Behavioral analysis:
- Performs detecting new process creation.
- Detecting file system and registry changes, detecting rootkit artifacts.

- Analyzing in-memory strings, and monitoring system events.
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This analysis should be executed on a dedicated virtual machine and proper security
precautions should be taken.
This analysis shall determine which operating system the artifact object can be

executed in,

3. Network analysis:

During network analysis, the malware sample is executed in a controlled
environment while all network traffic is captured.

The unit shall check what hosts the malware was communicating with and
searches for any well-known network traffic patterns.

The unit shall identify the particular malware family, addresses of command and
control (C&C) servers and specific botnet to which a malware belongs,
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Compatible with work platforms: the most famous and latest versions of
Supported most famous and latest file systems that shall include all operating
Scan for Known File Types (raw file recovery): if the disk file system is heavily
damaged or unsupported, such known file types can be custom-defined.

Recognition and parsing of Basic (MBR), GPT, and BSD (UNIX) partitions

layout schema and the Apple partition map. Support for Dynamic volumes

Support damaged RAID recovery: So, for the following standard levels RAID 0,

Automatic RAID parameter recognition for RAID 5 & 6 levels at least.

1.
Windows, Linux and Mac OS.
2.
systems.
3.
4.
(Windows 2000-2016/8.1/10) over MBR and GPT.
5.
1, 4,5, 6. nested at least.
6.
7.

Creates image file for an entire Hard Disk, Partition or its part. Then the image

files can be processed like regular disks.
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8.

10.

11.

12.

13.
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Data recovery on damaged or deleted partitions, encrypted files, alternative data
streams (N'TFS, NTES5), from NTES with data deduplication.

Recover all types of data including audio and sound files Documents, e-mail
messages, archive files, compressed files and folders. Can run or view them before
they are restored and edit the files in hexadecimal editor before the restore process.
No limit to the size of the file, the number of files that can be restored, or the size
of the storage that can be scanned and the contents are retrieved.

Work locally, Data can be restored from storage media directly or indirectly and
can store recovered data locally or in other storage devices.

Capable of detecting and dealing with all storage media connected to the computer
and whatever (USB flash memories, hard disks, CDs, DVDs, Memory Cards,
etc...) and recover data from or in part when:

e Significantly reduced.

e Formatted.

e Data were deleted or lost.

e Loss of data after a viral attack.

e After hard disk reassignment operations (FDISK, DISKPART)

e After the MBR has been destroyed (for operating systems).

Portable Version can be installed on a removable device and run from any
computer,

Support Forensic mode: can create a forensic report that can be presented at court

hearings.

14. Multi-platform licensing: Windows, Mac and Linux.
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— Automate device discovery and mapping.
—~ Build multiple maps from a single scan.
~ Export network diagram.

— Auto-detect changes to network topology.

— Perform multi-level network discovery.
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.1 Information necessary for conducting fault analysis and isolation.

2 Repalr instructions.

3 Spare part catalogues that identify parts required for preventive and corrective
maintenance including OEM part numbers as well as part numbers assigned by
value added reseller or assembler.

-4 Instructions and procedures for project performance and tuning,

5 Test equipment requirements and references to other manuals for their safe
operation and use,

.6 Safety warnings and cautions necessary for personal and resource protection.
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1. Essential of Programming languages ( ruby & python) /75/ hours:
- Installation
- Syntax
- Declarations:
e Data structures
e Loops
¢ Conditions
e Exceptions

- OQOP

— Database connections

2. Malware Analysis /30/ hours.

3. Advanced Penetration Testing /40/ hours. .
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Advanced Windows Exploitation /30/ hours.
Advanced Web attacks and exploitation /65/ hours.
CIH Certified Incident handler (60) hours

Introduction to Incident Handling and R esponse

A

- Incident Handling and Response Process

- Forensic Readiness and First Response

- Handling and Responding to Malware Incidents

- Handling and Responding to Email Security Incidents

- Handling and Responding to Network Security Incidents

- Handling and Responding to Web Application Security Incidents
- Handling and Responding to Cloud Security Incidents

- Handling and Responding to Insider Threats

7. Data Recovery Training [20/ hours,
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