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NetPass.exe —
Credential enumerator —
WebBrowserPassView —

Outlook scraper —

Tel: +963 11 3937049 Fax: +963 11 3937079 P. Box:60 Sabouraa E-mail: infoisc@nans.gov.sy
Website: www.nans.gov.sy



l dyygedt B ol 250!

LW\) YLy 5)‘)3
National Agency for Network Services 1K)l ladsd w}“ il

Information Security Center

Mail PassView —
SMB Accounts brute force —
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e HKLM\SYSTEMN\ControlSetO01\services\[Dropped_Filename|\Type: 0x00000010

e HKLM\SYSTEMN\ControlSetOO1\services\[Dropped_Filename|\Start: 0x00000002

e HKLM\SYSTEMN\ControlSetO01\services\[Dropped_Filename|\ErrorControl:
0x00000000

e HKLM\SYSTEMN\ControlSetOO1\services\[Dropped_Filename]\ImagePath:
%windir%\System32 | SysWOW64\[Dropped_Filename].exe

e HKLM\SYSTEMN\ControlSetOO1\services\[Dropped_Filename|\DisplayName:
[Dropped_Filename)]

e HKLM\SYSTEMN\ControlSetO01\services\[Dropped_Filename|\ObjectName:
LocalSystem

e HKLM\SYSTEMN\ControlSetOO1\services\[Dropped_Filename]\Description:

IL}L':J\ )L\M,U J}'ﬁ iy ;L.Q”t oLk Se>rg =
C:\Users\<username>\AppData\Local\Microsoft\ Windows\shedaudio.exe

System root directories:
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e C:\Windows\11787416.exe

e C:\Windows\System32\46615275 exe
e C:\Windows\System32\shedaudio.exe
e CAWindows\WOW64\f95wqSbS.exe

o 71.244.60[.]231:4143
e 84.200.208[.]98:80

e 91.217.66[.]130:443

o 193.169.54[.]12:8080
o 80.82.115[.]164:4143
e 186.103.199[]252:4143
e 213.108.33[.]44:80

o 27.254.150[.]53:4143
o 189.51.144[.]3:80

o 159.203.94[.]198:4143
o 178.62.39[.]238:443

o 178.62.253[.]139:4143
o 52.4.64[.]240:4143
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