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apache — http_server Vulnerability Byl auil
CVE-2020-11984
Gle Bshall goie

-

Liad agd mandi 285 dala Clashes (23S0 realgall manss cMOd_proxy_Uwsgi sassll b 5 allly Cagill

S e At Cilila)y Ladiy

Apache HTTP server 2.4.32 to 2.4.44 5l s

httpd.apache.org/security /vulnerabilities_24.html ds yiaal) Jglall
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Apache SkyWalking 6.5.0, 6.6.0, 7.0.0, 8.0.0, 8.0.1 sl sy
https://lists.apache.org/thread.html/r6f3a934ebc54585d8468151a494¢c1919dc da yiaal) Jolall
lee2cccaf237ec434dbbd6@%3Cdev.skywalking.apache.org%3E dadlaa) Jaaldiy
php_factory — multiple _products Vulnerability 8yail) ani)
CVE-2020-5616
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[Calendar(1] free edition ver1.0.0 5l )

[Calendar()2] free edition ver].0.0
[PKOBO-News()1] free edition ver1.0.3 and earlier



[PKOBO-vote(1] free edition ver].0.1 and earlier
[Telop(1] free edition ver1.0.0

[Gallery(1] free edition ver1.0.3 and earlier
[CalendarForm()1] free edition ver1.0.3 and earlier
[LinkO1] free edition ver1.0.0

https: //jvn.jp/en/ip/JVN73169744 /index.html

tp—link — tl-ps310u_devices Vulnerability
CVE-2020-15055
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TL-PS310U devices before 2.079.000.t0210
https://research.hisolutions.com/2020/07 /high—impact-vulnerabilites—in-

multiple-usb—network—-servers/

vmware — kryo codec Vulnerability
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Spring Integration

4.3.0 to 4.3.22

5.1.0to 5.1.11

5.2.0t0 5.2.7

5.3.0 to 5.3.1

https://tanzu.vmware.com/security/cve-2020-5413
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tp—link — tl-ps310u_devices Vulnerability
CVE-2020-15055
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TL-PS310U devices before 2.079.000.t0210
https://research.hisolutions.com/2020/07 /high—impact-vulnerabilites—in-

multiple-usb—network-servers/
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apache —— http _server Vulnerability
CVE-2020-11985
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Apache 2.4.23, 2.4.20, 2.4.18, 2.4.17, 2.4.16, 2.4.12, 2.4.10, 2.4.9, 2.4.7,
2.4.6,2.4.4,2.4.3,2.4.2,2.4.1
https://httpd.apache.org/security /vulnerabilities_24.html

apache —— http_server Vulnerability
CVE-2020-11993
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2.4.43, 2.4.39, 2.4.38, 2.4.37, 2.4.35, 2.4.34, 2.4.33, 2.4.30,
2.4.29, 2.4.28, 2.4.27, 2.4.26, 2.4.25, 2.4.23, 2.4.20
https: //httpd.apache.org/security /vulnerabilities_24.html#CVE-2020-11993

Apache

bitdefender —— endpoint_security for_mac Vulnerability
CVE-2020-8108
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Bitdefender Endpoint Security for Mac
https://www.bitdefender.com/support/security—advisories/insufficient—client—

validation—bitdefender—endpoint-security-mac-va-8759/

huawei — fusioncomput Vulnerability
CVE-2020-9248
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Huawei FusionComput 8.0.0
https://www.huawei.com/en/psirt/security—advisories /huawei-sa—20200729-
01-fc—en

libx11 —— libx11 Vulnerability
CVE-2020-14344
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libX11 before version 1.6.10
https://nvd.nist.gov/vuln/detail CVE-2020-14344

linux — etcd Vulnerability
CVE-2020-15115
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Ll ety Cpenleall 138 macy 38 daals Tyne (g9n3 A @l s Bpacad g 5e LIS alasial,

brute—force claaa D) 5l g4l
etcd before versions 3.3.23 and 3.4.10
https: //github.com/etcd—-io/etcd /security /advisories/ GHSA-4993-m7g5-r9hh

Plesk — obsidian Vulnerability
CVE-2020-11583
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GET disgiall aladinl @l 2ug JavaScript, HTML, or CSS g4 (1«
Plesk Obsidian 18.0.17
https://nvd.nist.gov/vuln/detail/ CVE-2020-11583

plesk — onyx Vulnerability
CVE-2020-11584
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Plesk Onyx 17.8.11
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VMware GemFire versions prior to 9.10.0, 9.9.2, 9.8.7, and 9.7.6, and 5l s

VMware Tanzu GemFire for VMs versions prior to 1.11.1 and 1.10.2

https://tanzu.vmware.com/security /cve-2020-5396 s aall Jelal)
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